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Abstract— Because of the high complexities issues in the Internet of Things and its applications, there is a need to propose an appro-

priate security model that would help in managing and controlling it. This paper critically examined Rijndael’s encryption algorithm 

in terms of design choices, method of implementation, performance, strength, weaknesses and to determine its applicability in the In-

ternet of things devices and applications. 

 

In this paper, Round transformation will be studied extensively so as to and know and determine the number of rounds that would be 

added to strengthen the encryption method. With the sole purpose of being able to make a recommendation on its use in the context of 

IoT with their requirement. 
. 

Index Terms— Encryption, Cryptography, IoT, Rijndael,  Round transformation 

.   

——————————      —————————— 

1 INTRODUCTION       

                                                         

Due to the vulnerability of DES to brute force attacks, it was nec-

essary to replace DES. In January 1997 when NIST National In-

stitute of Standard Technology revealed that it was looking for an 

Advanced Encryption Standard that will replace DES. A call was 

officially made for algorithms in which fifteen candidates were 

considered. These were later screened to five finalists, MARS 

Rivest’s RC6, Rijndael, SERPENT, and TWO FISH [1]. 

Since Rijndael’s adoption in 2001 as the national standard for 

encrypting sensitive data, the Advanced Encryption Standard 

became one of the most popular and widely used Encryption 

standard all over the world. Though there was no exploitable 

weakness in the AES,  more recently some cryptographers have 

begun to theorize the existence of an algebraic weakness in the 

cipher. [2]. And again, Rijndael selection was subjected to criti-

cism that the algorithm is not as secure compared to some other 

choices. Though, its criticism is correct theoretically,  but cannot 

be verified that using this algorithm to secure data will be suscep-

tible to attack. 

When AES was selected many years ago, the digital technologies 

were quite different from now and the magnitude of the challeng-

es was less, so with recent advanced technology and the emer-

gence of new applications like Big data’s application, Internet of 

Things in addition to other applications, it has become a necessity 

for designing a new contemporary algorithm for the current de-

mands. However, no one denies that the selection of Rijndael at 

that time was a good choice for civil application on software and 

hardware implementation and on many various platforms but the 

excessive speed for information technology progress leads to take 

into account recalculation of the security level for the current and 

prospective future requirement. [3]. 

The AES was to be a  block cipher symmetric technique that will 

support keys sizes of 128, 192, and 256-bit keys. Rijndael is built 

on substitution and permutation networks. It does not use the 

Feistel network. It is more secure than DES and hard to crack. 

AES is more complex than DES but it is fast and very efficient. It 

works with 128- bit fix block size plain text and variant key sizes 

[4]. 

The Rijndael algorithm is a symmetric block cipher that shows a 

higher level of modular design, that would allow any changes to 

resists any future attack in an easy way, unlike the old algorithm 

designs. The choice of AES was going to be a problem balancing 

several factors like overall efficiency, security, and performance. 

As such, it was not likely that the choice of any other algorithm 

would be fully accepted from all quarters. 

Rijndael can be executed effectively in software on various types 

of processors and utilize a limited set of instructions and has little 

adequate parallelism to fully exploit new pipeline multi ALU 

processors because of its suitability for most applications [5].  

low RAM, a small number of cycles, speed, and its execution on 

various types of processors and  dedicated hardware would make 

it suitable for small embedded IoT devices. The algorithm is writ-

ten in such a way that block length and/or key length can easily 

be extended in multiples of 32 bits and it is specifically designed 

for efficient implementation in hardware or software on a range 

of processors. The design of Rijndael was greatly affected by the 

cipher block called Square [1]. 
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The IoT is comprised of smart machines, interacting and com-

municating with other machines, objects, environments, and in-

frastructures. As a result, huge volumes of data are being generat-

ed and data is being processed into useful actions that can “com-

mand and control” things to make our lives much easier and safer 

and also to reduce our impact on the environment [6]. However, 

[7], one of the biggest stumbling blocks to IoT development is 

likely to be concerned about privacy and security. It has been 

found by Hewlett-Packard Packard (HP) that 70% of the most 

commonly used IoT device contains security vulnerabilities. 

 In addition, the IoT also poses significant security challenges 

that need to be addressed; a simple firewall is no longer sufficient 

and can be attacked via wireless channel directly [8]. The possi-

bilities of the Internet of Things seem to be endless when we zero 

in on some of the capable gadgets that can be part of the pool of 

existing things that are connectable. 
 

I. Related work  

1. The Design rationale of Rijndael 

Resistance against all known attacks, code compactness, speed, 

all familiar attacks, and Design clarity on a wide range of plat-

forms are three keys design simplicity of Rijndael. It is an iterat-

ed block cipher with a variable block length and a variable key 

length. The block length and the key length can be separately 

namely 128, 192, or 256 bits. [1]. Rijndael design is based on 

security and efficiency through simplicity and symmetry. This 

simplicity in Rijndael was achieved through symmetry, parallel-

ism, modularity, and lack of arithmetic operation which not only 

affects security but efficiency as well [9]. 

As a result of design simplicity, resistance against all known at-

tacks, and its use on a broad range of platforms; Rijndael can go 

with a very light key schedule that requires little memory which 

can also bring about the implementation of secure and efficient 

implementation of the cipher on smart card and low memory de-

vices [10]. 

 

[11] the criteria of security and efficiency are applied by all ci-

pher designers and there are situations in which efficiency is sac-

rificed to obtain a higher security margin. The challenge is to 

bring up a cipher design that offers a reasonable security margin 

while optimizing efficiency. Rijndael and its related ciphers are 

instances of a ciphers family that allow large flexibility in block 

length without losing the properties of and high resistance against 

cryptanalysis.  

1.1 Method of Implementation  
Since the adoption of Rijndael as Advanced Encryption Standard, 

many programming languages have been used in implementing 

Rijndael. The two fastest software implementations available for 

a PC platform are B.Gladman and H. Lipman and thus fixes both 

block length and the key length of Rijndael 128 bits [10]. Also 

according to [9]. Implementation are available in many different 

programming languages. As AES standard is open, organizations 

or users who wish the Rijndael algorithm are free to do so. AES 

standard can be programmed in software or built with pure hard-

ware.  

 

[12], implements Rijndael block ciphers in reconfigurable hard-

ware based on simple digital design rules applied to the iterated 

block cipher. Multiplexor model, RAM-based implementation 

and composite field solution are different ways proposed by [12], 

to implement Rijndael algorithm. 

 

However, Field Programmable Gate Arrays (FPGA) offer a 

quicker more customizable solution. It can be implemented with 

reasonable efficiency on an FPGA, with the encryption and de-

cryption taking an average of 320 and 340 as respectively for 

every 128 bits [13]. 

 

Rijndael appears to continually perform well in software and 

hardware over a broad range of computing situations regardless 

of its use in feedback and non-feedback mode.[9] Efficient im-

plementation of Rijndael has been realized in software and dedi-

cated hardware. Research and experiments have been done to 

make this implementation secure against side-channel attacks 

[11]. Likewise, [14], Efficient implementation of Rijndael has 

been realized in software and dedicated software.  

 

[15], Rijndael can be executed very effectively on broad types of 

processors for instance smart cards. It has the quickest encryption 

and decryption time and gives the greatest result when both 

hardware and software implementation were taken into consider-

ation. 

Rijndael encryption technique is a block symmetry cipher that 

uses a symmetric key and can be 128,192 or 256 data blocks of 

128 bits encryption. Rijndael encrypts the data block in 10, 12, 

and 14 rounds depending on the key size. It is fast and flexible. It 

is not only faster executed in both hardware and software, but it 

is also the latest algorithm that is required by the United State and 

international standards and also more secure to use. And again, it 

supports larger key sizes than other algorithms [16]. 

 

 
1.1 Hardware Implementation  

Both academia and business concentrated on the design of 

Rijndael cores in reconfigurable hardware. This implementation 

indicates that fellow reconfigurable platforms with their great 

distributed memory structure are well suitable for Rijndael proto-

type operations and most of them used precomputed subkeys. It 

can be implemented very efficiently on a wide range of proces-

sors and in hardware [14]. Many hardware of Rijndael encryption 

algorithm using VHDL is available [17]. Rijndael can also be 

implemented on an 8-bit microcontroller [14]. 

 

Rijndael very low memory requirement makes it adequately suit-

able for restricted space conditions, in which it also demonstrates 

excellent performance [9] In dedicated hardware, Xtime can be 

implemented with the combination of a hardwired bit transporta-

tion and four XoR gates. The SubBytes step is the most critical 

part of the hardware implementation. However, when building 

dedicated hardware for supporting both encryption and decryp-

tion, the required chip area is relevant and can also be limited by 

using parts of the circuit for both transformations [10]. 

 

1.2 Software Implementation 
Software implementation has been generated with manufactured 
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assembly for the greatest accomplishment. Software execution 

needs 232 cycles for 10 rounds of 128 data bit bocks likewise 

128-bit keys on a pentiumII and 124 cycles on  1A64. And be-

cause all these operate on processors that are in the GHz range, 

this performance subsequently approaches the effectiveness of a 

special hardware implementation by folllowing per under the 

power utilization. Though, the software remedy on normal pur-

pose processors is still at least two orders of magnitude higher 

than special hardware implementation. 

In a software implementation, the encryption and decryption 

speed and the required amount of working memory and program 

storage memory are relevant [11]. Software has been designed 

which advertise clock speed ranging from 200 to 350MHz (2002) 
 

1.3 Performance of Rijndael 
One of the key reasons for Rijndael to be selected was its good 

performance across different platforms from 8bit smart cards to 

standard 32-bit computer processors as well as having the poten-

tial for fast dedicated hardware [9]. The performance of Rijndael 

is inversely proportional to key size and this key size will in-

crease the performance. [18]. 

The two major operations that affect the performance of Rijndael 

are key setup and the operation that uses the keys to encrypt the 

data. In order words, performance is a function of key setup and 

the manipulation of data that is done in the rounds of an algo-

rithm. As a result, the key agility and the throughput based on 

rounds affect the overall performance [19]. 

 

When Rijndael is compared with other security algorithms DES, 

3DES, and RC2 it simply shows that Rijndael outperformed other 

algorithms in both the number of requests, processes per second 

in different user loads and in response time, in different user-load 

situations [20]. At the same time, Rijndael has an advantage over 

Blowfish and RC6 in terms of memory usage, performance, and 

throughput [21]. 

There is every possibility and potential to speeding up Rijndael 

depending on how it is implemented in the various languages [9]. 

 

2.1 Implementation aspects 
• Rijndael can be executed to operates at speeds uncom-

monly fast for a cipher block on a Pentium (Pro). There is a 

trade-off between performance and table size.  

• Rijndael can also be executed on a Smart Card in a small 

amount of code, using a small amount of RAM and taking a little 

number of cycles. There is some ROM/performance trade-off.  

• The round modification is parallel by design, a signifi-

cant benefit in future processors and specialized hardware.  

• Because cipher does not utilize arithmetic operations, it 

has no unfairness towards large or small endian processor struc-

tures.  

 

The Simplicity of Design:  

• The block cipher is fully self-supporting. It avoids the 

utilization of other cryptographic elements,  S-boxes “lent” from 

fine-recognized ciphers, bits acquired from Rand tables, digits of 

π.  

• The block cipher avoids hinging its security or part of it 

on the vague and not incomprehensible relationship between 

arithmetic workings.  

 

• The tight cipher blueprint avoids suf-

ficient room to hide a trapdoor. Variable block 

length:  

• The block lengths of 192 and 256 bits permit the build-

ing of a collision-resistant iterated hash function us-

ing Rijndael as the compression function. The block 

length of 128 bits is not deemed adequate for this 

aim presently.  

Extensions:  

• The design permits the provisions of different forms 

with the block length and key length both ranging be-

tween 128 to 256 bits in steps of 32 bits.  

• Albeit, the number of rounds of Rijndael is defined in 

the specification, it can be altered as a variable in event 

that there are security issues. A secured encryption or 

decryption system key is constantly obtained from the 

cipher key [22]. 

 

1.2 Weakness of Rijndael  

When the AES was selected few years ago, the digital technolo-

gies were quite different from now and the magnitude of the chal-

lenges was less, so with recent advanced technology and the 

emergence of new applications like big data applications and IoT 

applications [3]. The selection of Rijndael as the AES at that time 

was no doubt a good choice for public application on software 

and hardware implementation and many of various platforms but 

the excessive rate at which Information Technology progress 

leads to take into account recalculation of the security level for 

the current and prospective future requirement [3]. 

Using a method termed a biclique attack, they can reclaim AES 

keys quicker than a brute-force attack by a factor of between 

three and five, depending on the cipher version. However, even 

this attack does not intimidate the efficient utilization of AES due 

to its high computational complexity.  

AES has demonstrated to be a dependable cipher, and the only 

real outstanding attacks against AES have capitalized on side-

channel attacks on the weaknesses detected in the execution or 

key management of particular AES-based encryption products 

[23]. [24] Rijndael has been developed to have a powerful protec-

tion against classical attacks, such as linear cryptanalysis, differ-

ential cryptanalysis, etc. Even though, Rijndael is developed from 

the square algorithm and is very algebraic, new algebraic and 

enhanced differential attacks have surfaced. The principal weak-

ness of Rijndael is the issue of linearity in the key schedule and 

S-box. Apart from the fact that it is difficult to the details of the 

process of Rijndael because it is too patents encryption, it will 

also be difficult to decrypt data if the secret key is lost [16]. 
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1.3. Round Transformation 

Rijndael is an iterated cipher block, the encryption or decryption 

of a block of data is achieved by the iteration of a peculiar trans-

formation. With a repeated block cipher, the different transfor-

mations work in sequence on intermediate cipher results i.e. 

states [19]. 

[10], The round transformations of Rijndael and its steps operate 

on an immediate result, called states. The state is a rectangular 

formation of columns with four rows. The amount of columns in 

the state is represented by Ns and is the same with the block 

length divided by 32.  

Rijndael encryption algorithm has four steps in each round. And 

they are, SubBytes (byte substitution), ShiftRow, MixColumns, 

and AddRoundKey. Before the first round of transformation, the 

input block is processed by AddRoundKey. And again, the last 

round bypasses the MixColumns step. Or else, all rounds are the 

equal bar each one of them operates a separate round key, and the 

output of one round will be used as the input for the subsequent 

round of transformation. For the decryption aim, the mathemati-

cal inverse of each step is utilized, in reverse order; specific 

changes permit this to come out like the same steps as encryption 

with constants changed. Every single round key computation 

equally needs the SubBytes operation [25]. 

In the same vein, [1],  in its description of  Rijndael that the block 

and cipher key are often represented as an array of columns 

where each array has 4 rows and each column represents a single 

byte (8 bits). The number of columns in an array denoting the 

state or cipher key, then, can be computed as the block or key 

length divided by 32 (32 bits = 4 bytes). An array representing a 

State will have Nb columns, where Nb values of 4, 6, and 8 cor-

respond to a 128-, 192-, and a 256-bit block, respectively. Simi-

larly, an array representing a Cipher Key will have Nkcolumns, 

where Nk values of 4, 6, and 8 correspond to a 128-, 192-, and a 

256-bit key, respectively. An example of a 128-bit State (Nb=4) 

and 192-bit Cipher Key (Nk=6) is shown below: 

s0,0 s0,1 s0,2 s0,3 

s1,0 s1,1 s1,2 s1,3 

s2,0 s2,1 s2,2 s2,3 

s3,0 s3,1 s3,2 s3,3 
 

  

k0,0 k0,1 k0,2 k0,3 k0,4 k0,5 

k1,0 k1,1 k1,2 k1,3 k1,4 k1,5 

k2,0 k2,1 k2,2 k2,3 k2,4 k2,5 

k3,0 k3,1 k3,2 k3,3 k3,4 k3,5 
 

The number of transformation rounds (Nr) in Rijndael is a func-

tion of the block length and key length, and is given by the table 

below: 

No. of Rounds 

Nr 

Block Size 

128 bits 

Nb = 4 

192 bits 

Nb = 6 

256 bits 

Nb = 8 

 

Key 

Size 

128 bits 

Nk = 4 
10 12 14 

192 bits 

Nk = 6 
12 12 14 

256 bits 

Nk = 8 
14 14 14 

The AES/Rijndael cipher itself has three operational stages: 

 AddRound Key transformation 

 Nr-1 Rounds comprising: 

o SubBytes transformation 

o ShiftRows transformation 

o MixColumns transformation 

o AddRoundKey transformation 

 A final Round comprising: 

o SubBytes transformation 

o ShiftRows transformation 

o AddRoundKey transformation 

Rijndael operates on a 4x4 column order of matrix of words (A 

word is equal to 2 bytes) also known as the state. (Zhang et al, 

2005). 

 

3 Methodology 

This section would be explained using an analytical approach 

Choice of design: Simplicity, protection against all familiar at-

tacks, code compactness, and speed on a broad type of platform 

are key designs choices of Rijndael [1]. This design is hinged on 

security and efficiency which was realized through parallelism 

and modularity, symmetry, and lack of arithmetic operations 

which not only affects security but efficiency [19]. Rijndael is an 

iterated cipher with a variable block length and variable key 

length. Having a good design choice for the development of a 

secure system. [26]. 

 

Implementation: Rijndael has been implemented in many pro-

gramming languages [11]. [9]. [12], implements Rijndael block 

ciphers in reconfigurable hardware based on sample digital de-

sign rules applied to iterated cipher block. Multiplexor model, 

RAM-based implementation, and composite field solution are 

different ways of implementing the Rijndael algorithm. 

[13], implements Rijndael with Field Programmable Gate Arrays 

(FPGA) with reasonable efficiency and a quicker customizable 

solution. It can also be implemented on a wide range of proces-

sors and smart cards [15] 

It is not only faster executed in both of the hardware and soft-

ware, it is also the latest algorithm that is required by the United 

State and international standard and also more securely to use 

[16]. 

 

Rijndael is suitable to be executed in specialized hardware, 

though there is a various tradeoffs between chip area and speed 

[10]. Lots of hardware implementation of Rijndael encryption 

algorithm using VHDL is abounded. [17]. Rijndael can also be 

implemented on an 8-bit microcontroller [14]. Rijndael low 

memory requirement makes it a good choice for a limited space 
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environment in which it shows good performance [9]). Various 

software implementations have been realized with assembly for 

greater performance.  

 

Performance 

The main basis for selecting Rijndael was its good performance 

over different environments from 8-bit smart cards to 32-bit 

computer processors [9]. Its performance depends on a particular-

ly high level of language use and most of the time the software 

affects the performance. 

According to [21]. Rijndael outperforms other symmetric algo-

rithms like SERPENT, TWOFISH, RC6, etc. at the same time 

when we look at both numbers of request, processes per second. 

It also outperformed DES, 3DES, and RC2 [20] Also in terms of 

memory usage, Rijndael has an advantage over blowfish and RC6 

[21]. 

 

Strength  

Rijndael encryption algorithm has a simple elegant structure. It 

shows its structure by not using complex components rather it 

profit from the use of basic elements in a fine established struc-

ture [19]. It is regarded as maintaining a  huge algebraic structure 

that makes the cipher’s security to be simply determined with a 

short time which invariably provides a benefit over more compli-

cated designs that demand vast thinking, searching, and bit trac-

ing [19]. 

[16], Rijndael is the most used algorithm compared to other ci-

pher algorithms. It also has the advantage of more secure execut-

ed communication when set side by side with other encryption 

algorithms. 

 

Weakness 

The choice of Rijndael as at the time it was adopted was no doubt 

a good selection but because of the recent advance in technology 

progress which now require a recalculation of the algorithm to be 

able to cater for the present and future [3]. 

The principal weakness of Rijndael is the issue of linearity in the 

S-box and the key schedule. Not only is Rijndael encryption too 

difficult to details its process, but it is also too patented which 

makes it complex to decrypt data if the private key is lost.  

 

Round Transformation 

 

Rijndael is an iterated cipher block, the encryption or decryption 

of a block of data is achieved by the iteration of a peculiar trans-

formation. With a repeated block cipher, the different transfor-

mations work in sequence on intermediate cipher results i.e. 

states [19]. 

 

4. Conclusion 

This paper presented a literature review and analytical study for 

the Rijndael algorithm and the main standard principles for the 

design principles. Rijndael choice of design in terms of simplici-

ty, resistance against all familiar attacks, and capability to work 

on broad types of platforms was one of the reasons it was select-

ed as the Advanced Encryption Standard (AES) among other con-

testants to replace the flawed insecure DES by National Institute 

Science and Technology (NIST). The basic target of this study is 

to highlight Rijndael weaknesses, vulnerabilities, and strengths. 

Its ability to be implemented on both software, hardware, low 

RAM, low power consumption constrained devices would no 

doubt be useful to improve the security of the Internet of Things 

(IoT). 

 

5. Recommendation 

Further research can be done to come up with An Enhanced 

Rijndael Algorithm can be made by integrating a suitable sym-

metric and asymmetric cryptography algorithm taking factors like 

low Ram and low power consumption into consideration that 

would be executed on the Internet of Things to further improve 

the security of the Internet of Things. 
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